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 Why do we need interoperable data?
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quality and governance first
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 Finding the value

  C A S E  S T U D Y    
A cross-boundary ecosystem

I N S I G H T  R E P O R T

A zero boundaries world
for industry data: 
necessity or pipedream?

Pressure is mounting 
for energy and water 
companies to break 
down barriers to 
the visibility and 
use of data across 
organisational 
functions, company 
divides and the 
sector borders. But 
do technology and 
business leaders in 
utilities buy into this 
ambition and how 
hard will it be for 
them to achieve?
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exporting energy, demands the robust exchange of 
data between organisations.  

As energy assets become increasingly 
distributed, consumers will become an active part 
of the energy system, their assets automatically 
responding to system signals.

As Iain Miller, head of innovation at Northern 
Powergrid, puts it: “To make flexibility work, we are 
going to need a lot of data from a lot of people, plus 
the ability to process and act on it quickly.”

Miller hypothesizes a specific scenario in which 
thousands of electric cars descend on a national park 
at the weekend, making it necessary to understand 
when they start to arrive and how many will need 
to charge their batteries to ensure the electricity 
network remains in balance and is not overloaded.

“You’ll start to get an interplay between 
mobile phone data, the charge point operators, the 
electricity networks, there is going to be a whole host 
of people involved and an interplay between people 
who understand power systems and people who 
understand information systems, open data layers 
everything you look at.”

It is now two years since the energy sector was 
charged with the adoption of a “presumed open” 
approach to the wide array of data it holds.

A similar journey has been underway across the 
water sector as it increasingly adopts a 21st century 
oversight of assets stretching back to Victorian times. 

Sector leaders now routinely reference data as 
vital infrastructure in its own right and acknowledge 
the need to maximise its value through cooperation 
across the sector and beyond.

The energy and water regulators have also bought 
into the vision and are applying pressure to companies 
to show “measurable progress” in opening up data.

However, innovation and data leaders 
interviewed for this report set out the barriers to 
progress that still remain. They highlight concerns 
about the quality, consistency and completeness 
of in-house data. Interacting with external 
organisations introduces new risks around, among 
other things, legislative and regulatory compliance, 
data privacy, intellectual property and consumer 
impact. Others highlight the need for more concrete 
guidance and direction on optimal technology 
solutions as well as data standardisation and 
management. In particular emergent challenges 
around sharing data across sector, and traditional 
functional boundaries and the challenges presented 
by wider data sharing ecosystems.

Despite the challenges they also pointed to key 
projects that are turning open data from rhetoric 
to reality and stressed the opportunities open data 
presents for the sector and beyond as utilities look to 
interoperate, securely, at different levels  
between sectors.

Why do we need interoperable data?

A combination of economic, environmental and geo-
political factors have come together to disrupt the 
traditional energy and water landscapes, underlining 
the need for improved data interactions and 
interoperability between organisations and sectors. 

The global pandemic uncovered the vulnerability 
of supply chains to unforeseen events, the ability 
to reliably surface and share relevant data could 
empower utilities and their partners to better plan 
and take action when disruptions occur.

Data-driven decision-making also lies at the heart 
of a coordinated response to the climate emergency, 
with no one sector, or vector able to work in isolation to 
achieve the change required to reach net zero. 

The transition from a centralised energy system 
to a decentralised and decarbonised model based 
on millions of connected generation, storage and 
consumption assets, all dynamically importing or 

To make flexibility 
work, we are going 

to need a lot of data from a 
lot of people, plus the 
ability to process and act 
on it quickly.”
Iain Miller, head of innovation, 
Northern Powergrid
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Open data starts atome
Technology and data specialists at utilities are 
beginning to understand the value of sharing data 
but utopian visions are all too often grounded by 
the harsh realities of legacy systems and outdated 
information management processes.

Innovation and data leaders interviewed for 
this report expressed concerns about the quality, 
consistency and completeness of data they hold, 
which is still often unable to interact internally, let 
alone move across external boundaries within and 
outside of the industry.

Gabrielle Barnard, head of information 
management at SGN, says: “We are all actively 
working to address variable levels of data quality, 

Picking up the pce of progress

Awareness of the benefits of breaking down 
traditional organisational silos and sharing data 
more freely is gaining ground in the utilities sector, 
with regulators Ofgem and Ofwat both now doubling 
down on the message. 

Ofgem’s best practice guidance on data, 
which all licensees must comply with under RIIO-2 
price controls, requires all data on assets and the 
associated metadata, plus software scripts used to 
process data, to be made openly available unless 
there is a specific reason not to. 

The move aligns with recommendations set 
out by the government’s Energy Data Taskforce 
in 2019 that all data should be presumed open. 
It’s an ambition we can expect to see further 
progressed when the follow-up initiative, the Energy 
Digitalisation Taskforce, issues its recommendations 
in December 2021.

Meanwhile, in the water sector, Ofwat’s 2019 
strategy, Time to Act Together, included open data as 
a key driver for sector-wide change to meet long-

term challenges, including the impacts of climate 
change. A follow-up paper, published this October, 
highlighted the “huge untapped opportunity” held in 
data to stimulate innovation and collaboration.

Fledgling collaborations and proofs of 
concept are helping turn good ideas on cross-
organisational data sharing into practice. A National 
Energy Systems Map, the creation of which was 
recommended by the Energy Data Taskforce, was 
soft-launched in November, for example. It aims 
to pull together all existing asset information from 
electricity and gas network operators into a single 
digital twin of the physical power and gas grids.

The project, led by the Energy Networks 
Association working with Ordnance Survey and 
1Spatial, is considered one of the first steps towards 
a “integrated internet of energy” for the UK. 

Water companies were the driving force behind 
the creation of a National Underground Asset 
Register, a digital platform designed to minimise 
cable and pipework strikes.

Initially developed as part of Northumbrian 
Water’s Innovation Festival in 2018, then trialled in 
the northeast of England and London, the tool is 
now being developed into a nationwide geospatial 
platform by Atkins for the Geospatial Commission.

The intention is to share data between utility 
companies and local authorities to improve 
efficiencies in construction and development, reduce 
disruption and improve safety. The evolution of these 
initiatives as they begin to address the challenges of 
how they interoperate with each other, and the wider 
landscape, will be key to delivering the value they 
clearly represent.

Technology has progressed 
immeasurably in a relatively 

short amount of time, so how do you 
incorporate those legacy systems, 
that perhaps aren’t ‘data smart’?”
Gabrielle Barnard, head of information  
management, SGN
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standardise, we’ll be able to not only share data 
between companies but also the supply chain. 
They will be able to use that data to improve the 
performance of their assets based on observed real 
world operational data performance data.” 

A bid for funding to take the initiative forward, 
from Ofwat’s Water Breakthrough Challenge, was 
unsuccessful, but there was positive feedback 
from the regulator. The strategy will be refined and 
resubmitted in the new year, says Hull.

“The biggest challenge we face at the moment 
is related to the maturity of thinking of some of the 
water companies both around the platform and the 
IT infrastructure for making data open,” he says. 
“Some of the companies in the group feel that a 
disaggregated model is the best way to go, whereas 
we are in the centralised camp.”

This tension between these two approaches will 
be mirrored across the industry as questions of data 
ownership and aggregation, and cross-application 
interoperation move from rhetoric to reality.  

Its wider implementation is another facet to 
the sector’s future open data strategy, explains 
Matt Webb, head of enterprise data at UK Power 
Networks: “There are different flavours of the CIM, 
it can’t cater for everything, which means we have 
to develop extensions and customized components. 
Part of the alignment piece is the need to come 
together to agree on the flavour to apply and the 
extensions to develop.”

Gas has no established CIM, but the Energy 
Networks Association is currently exploring what 
shape that might take. As Webb highlights the 
challenge of how sector-specific CIMs become 
extensible enough to enable interaction across 
boundaries remains

The water sector has made strides on 
standardisation, with 11 companies, covering 81% 
of the UK population, engaged in the STREAM open 
data initiative set up to establish a framework and 
strategy for sector-wide open data based around six 
core capabilities.  

Confidence in the veracity of sector data is 
critical to enable third parties to develop use cases. 
Michael Hull, performance & information team 
leader at Northumbrian Water, explains: “Once we 

There are different flavours of the 
CIM, it can’t cater for everything, 

which means we have to develop 
extensions and customized components.”
Matt Webb, head of enterprise data, UK Power Networks

The biggest challenge we face 
at the moment is 

related to the maturity of 
thinking of some of the 
water companies both 
around the platform and 
the IT infrastructure 
for making data open,”
Michael Hull, performance & information team 
leader, Northumbrian Water

which will take time and investment. There’s also 
the discussion around legacy systems. Technology 
has progressed immeasurably in a relatively short 
amount of time, so how do you incorporate those 
legacy systems, that perhaps aren’t ‘data smart’?”

Standardisation is considered key to making 
data interoperate with other organisations. In future 
it could help cut integration costs associated with 
low carbon energy solutions and more holistic 
analysis of data. 

Electricity distribution network operators (DNOs) 
engaged in the transition to distribution system 
operators (DSOs) are ahead of the curve in this regard.

UK Power Networks and Western Power 
Distribution have both launched open data portals 
where information on consumption, generation and 
loads is provided in consistent and standardised 
formats. WPD’s portal incorporates Application 
Programming Interfaces (APIs) that enable users to 
automate the gathering and processing of datasets.

The Common Information Model (CIM) standard, 
adopted by the International Electrotechnical 
Commission, defines the common vocabulary and 
basic ontology for the electricity network and assets, 
and has already been implemented by certain DNOs. 
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Looking into the future, the ability to 
interconnect data from different sectors in digital 
twins (simulations that mirror real world processes 
and assets) is expected to generate exciting new 
insights and forecasting abilities.

The pioneering project CReDo (Climate 
Resilience Demonstrator), run by the National Digital 
Twin programme (NDTp), is currently developing the 
UK’s first digital twin able to share data between key 
services networks for energy, water and telecoms. 

The proof-of-concept involves Anglian Water, UK 
Power Networks and BT and aims to demonstrate 
how secure, resilient, information sharing can 
improve climate adaptation and resilience. The 
key concepts are showcased in an interactive app, 
launched during COP26.

CReDo focuses on the impact of flooding 
on infrastructure in an area East Anglia and will 
identify key interdependencies between networks to 
help them improve coordination and identify more 
effective solutions.

There are multiple benefits to this kind of 
system-level approach, explains Sarah Hayes,  
project lead for CReDo and author of the report Data 
for the Public Good: “We can overlay the networks 
and identify the critical interdependencies, looking 
at what assets rely on other assets. No one currently 

Risk factors
Utilities have a reputation for stability and 
risk aversion, not least due to understandable 
sensitivities around the operation of critical national 
infrastructure. Efforts to expose their data to other 
organisations introduce new risk around legislative 
and regulatory compliance, the protection of critical 
national infrastructure, data privacy, intellectual 
property and consumer impact. 

According to Hull, the trickiest aspect of integration 
in the STREAM project was getting legal agreements 
and a framework in place to ensure companies were  
willing to share the same type of data, at the same level 
of granularity with the same parameters. 

The energy sector has made significant progress 
in sorting through the necessary data governance 
and assurance processes, giving companies the 
confidence to place sensitive data into a common 
environment. Ofgem’s best practice guidance 
describes a data triage process for identifying 
potential risks then exploring ways to mitigate them 
to keep the data open.

Webb tells Utility Week: “If we apply certain 
mitigation techniques, if we aggregate data, 
anonymise it, or obfuscate it in some way, then we 
can publish it, it just requires a slightly different 

mindset.” However, the ability to do that consistently 
at a sectoral level so that everyone is driving forward 
at the same pace, “is going to be a constraining 
factor,” he adds.

Technology is in many ways outpacing efforts 
around standardisation and regulation with many 
platforms available to collate and process data in 
a common environment. Given the rapidly-shifting 
energy landscape it’s difficult for companies to 
accurately forecast their needs in five or 10 years’ time, 
in which case a tech platform that enables a “just start 
and scale” approach may be the preferable option.

Ali Nicholl, one of the founding team at Iotics, 
comments: “The pandemic has viscerally shown us 
how interconnected we all are, how reliant we are on 
supply chains and how everything has an impact on 
everything else. Yet we persist in data approaches 
that do not mirror the real world keeping data in 
silos. There are technologies that enable you to start 
small, build on your existing Minimum Viable Product 
specifications etc, and scale up when needed, it 
just takes a mental leap to understand the benefits. 
Across sectors System Integrators and technology 
providers are now starting to talk about ecosystems, 
that’s where things are headed.”

standardise, we’ll be able to not only share data 
between companies but also the supply chain. 
They will be able to use that data to improve the 
performance of their assets based on observed real 
world operational data performance data.” 

A bid for funding to take the initiative forward, 
from Ofwat’s Water Breakthrough Challenge, was 
unsuccessful, but there was positive feedback 
from the regulator. The strategy will be refined and 
resubmitted in the new year, says Hull.

“The biggest challenge we face at the moment 
is related to the maturity of thinking of some of the 
water companies both around the platform and the 
IT infrastructure for making data open,” he says. 
“Some of the companies in the group feel that a 
disaggregated model is the best way to go, whereas 
we are in the centralised camp.”

This tension between these two approaches will 
be mirrored across the industry as questions of data 
ownership and aggregation, and cross-application 
interoperation move from rhetoric to reality.  

We persist in data 
approaches that do not 

mirror the real world keeping 
data in silos.”
Ali Nicholl, head of communication and 
engagement, Iotics
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Miller stresses that the value for customers 
must also be front of mind, adding: “There are going 
to be questions about who is this for and what is it for, 
and what is the mechanism by which people benefit? 
Ultimately, I believe we are here to benefit consumers 
of energy and to keep them on supply, and we need to 
keep that at the forefront of our thinking.”

While this report highlights the key questions 
that remain as yet unanswered about open data, 
and sharing data more broadly, what is clear is that 
the debate is now at the very top of the agenda. 
The acceleration of the net-zero journey will raise 
the stakes even higher and leaders across the 
sector know that they cannot be seen as blockers to 
reaching that destination. 

takes that system level approach, regulators are 
only concerned about resilience in their own sectors, 
not the resilience of the whole system.”

Data to create the twin is being “stitched 
together” in a variety of different formats, but through 
a parallel workflow an Information Management 
Framework, being developed by the Centre for Digital 
Built Britain, will apply a more methodical and 
principled approach to connect datasets.

This “future best practice” approach will see 
the three asset owners work to assess the current 
state of their data and structure and store it more 
clearly to improve interoperability. There are hopes 
that the Framework could inform the development 
of a new information management strategy for 
energy and water utilities.

“It’s all very well making data open, but you 
need to have some idea of what the quality of that 
data is,” says Hayes who makes the analogy between 
data and water. “If you’ve got dirty water in the water 
network it brings down the quality of everyone’s 
water, whereas if you only allow clean water in, and 
there’s a certain standard that everyone adheres to, 
then everyone can drink clean water.”

Nicholl said “examples such as CReDo and the 
community that has sprung up around the National 
Digital Twin programme’s world-leading DT Hub, are 
indicative of the appetite and need for connection and 
interoperation between organisations and sectors. 
The use of semantics, and FAIR data principles, 
to describe data enabling users to understand the 
quality of the data, it’s source, and it’s properties, 
as proposed by frameworks such as the IMF will be 
critical to the success of these initiatives.”

Finding the value

Another key piece in the sharing data jigsaw puzzle 
is the need to identify viable business cases, board 
level decision makers need to see and understand 
the benefits before agreeing to invest in potentially 
expensive IT systems and take on associated risks.

Utilities are required to demonstrate value for 
the consumer and regulatory performance benefits, 
which is sometimes difficult to understand and 
describe at an early stage. 

Marta Czerep, head of data management 
and data science information services at Cadent, 
says: “Tangible outputs for the end customer 
are not always directly quantifiable at the time 
of investment, leading to discussions about the 
materiality of the investments.”

Barnard at SGN adds: “We have to be acutely 
aware of what the value add is. What are the use 
cases that this data will underpin? It’s not just a case 
of creating data for the sake of it, there has to be 
tangible value.”
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A digital twin ecosystem built to connect 
rail, manufacturing, and infrastructure 
sectors showcases the benefits of sharing 
data across industry boundaries.

Train components manufactured by different 
companies are increasingly being digitised 
to make the information easier to find and 
access by the fabricator.

Though useful, component data 
is rarely updated on a daily basis to 
understand the conditions under which it is 
operating, or made readily accessible to  
the OEM responsible for building the  
train or the company responsible for 
ongoing maintenance.

Sharing such information, including 
other contextual data, could enhance the 
understanding and management of not 
just train components, but entire fleets of 
components and an entire fleet of trains.

These ideas were the catalyst for 
the creation of a digital twin ecosystem 
designed to enable Rolls-Royce Power 
Systems (RRPS) to monitor the performance 
and maintenance of its train power packs, 
engines and other components, as well as 
securely share key information with external 
stakeholders including train manufacturer 
and maintenance provider Hitachi and train 
operator First Great Western. 

RRPS had already worked with Iotics 
to create event-driven digital twins of all 
its in-field assets, which capture life-cycle 
data, context, operating environment, 
behaviour and performance, including the 
weather conditions and pollen levels.

Building on that success the company 
worked with their partners, enabled by Iotics, 
to implement interactions between the 
digital twins of power packs, which interact 
with digital twins of Hitachi trains to provide 
real-time insights on train location, usage 
and performance. These, in turn, interact with 
train operating company schedules helping to 
drive operational insights and interventions. 

The rail digital twin ecosystem enables 
interoperation of GPS position data, 
operating and management information 
(including the train’s overnight location, 
such as a depot or a siding), train service 
plans and live train positions from open 
data supplied by Network Rail. 

Interoperating all of these sources, 
with intelligence from the OpenTrainTimes 
service, it is possible to track any train 
reallocation and update a dynamic 
dashboard for each depot with arrival times 
and conditions-based health information. 
Trains can be rerouted, or maintenance 
schedules adjusted at short notice, in 
response to changes communicated.

A Cross-Boundary Data Ecosystem

C A S E  S T U D Y

The innovative data-sharing 
arrangement is a win-win for both the 
train operator, the maintenance company 
and component manufacturers because a 
healthy fleet is more likely to run without 
delays or failures. Maintenance activities are 
easier to plan and operate and ultimately, 
passengers can get on with their day 
without the stress of a disrupted journey.

Peter Hicks, director at 
OpenTrainTimes, tells Utility Week: “The 
railway is a complex system, with lots of 
raw feeds of data loosely related to other 
data sets. Aligning these to present a set of 
coherent, up-to-date views of operations, is 
tricky and many organisations have spent 
vast amounts of time doing this work in 
isolation. Iotics have come up with a digital 
twin product which can solve both problems. 
Rather than being a solution in itself, it’s an 
‘enabler’ which handles secure data sharing 
and distribution really well,” he concludes.
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Utility Week is the UK’s unrivalled provider 
of utility news, insight and impact analysis. 
It provides a complete understanding of 
market changes, the impact and steps to 
take. Its membership empowers utility 
leaders and their teams to transform 
with confidence – improving outcomes for 
stakeholders and customers.

In 2014 the Iotics’ founders recognised the 
growing need for enterprises to, securely, 
and flexibly, interoperate with cooperative 
ecosystems of partners, customers and 
suppliers. The challenge was, and is, that 
data is hidden in silos and can’t be accessed 
where it’s needed, when it’s needed, by those 
it would benefit the most. Iotics’ patented 
technology, IOTICSpace, is enabling evolving 
ecosystems in utilities, transport, manufacture 
and infrastructure to facilitate cross-boundary 
data exchange between multiple parties.

utilityweek.comiotics.com© Faversham House Ltd 2021.
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